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Answer five questions, selecting one
from each Unit

UNIT—I

1. (a) Write brief notes on the following :
2x3=6
(i) Trojan horses
(i) Viruses
(iii) Worms
(b) In information security, what is meant
by  confidentiality, integrity and
availability? 4
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Define passive and active security
attacks. What is the difference between
passive and active security threats? 4+2=6

Explain briefly what Caesar cipher is. 4

UNIT—II

Define cryptography. Briefly explain
symmetric key cryptography. 2+4=6

Explain the design principles of the DES
algorithm with a block diagram.
lustrate the DES function used in each
round. 8+6=14

Define mono-alphabetic and poly-
alphabetic ciphers. What is the
difference between a mono-alphabetic
and a poly-alphabetic cipher? Illustrate
with an example for each. 2+2+2=6

What do you mean by round cipher?
Why are they referred to as block
ciphers? 2+2=4

Distinguish between substitution and
transposition cipher. 2

What is AES? Explain the working
principle of the algorithm. 8
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UNIT—III

What is MD5? How does MDS calculate
message digests? Describe the process.
2+4+5=11

What is the value of the symmetric
key in Diffie-Hellman protocol if
p=23,g=7,x=3 and y="77? 4

What is a digital signature? Discuss its
similarities and differences with normal
signatures. 4

Discuss the Diffie-Hellman protocol
highlighting its vulnerabilities. 6]

What is a DDOS attack? Explain briefly. 5

UNIT—IV

Explain the benefits of IPSec. What are
the security association database (SAD)
and the security policy database (SPD)
involved in IPSec? 2+2+4=8

Discuss how traffic (inbound and
outbound) is processed in an IPSec
scenario. 12
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Explain the different categories of the
IPSec documents. 10

Explain transport and tunnel modes in
IPSec. 5

What is the role of Internet Security
Association and Key Management

Protocol  (ISAKMP) in the key

management portion of IPSec? Explain

briefly. )
UNIT—V

What protocols comprise SSL? S

What is the difference between TLS
connection and session? 5

Give an overview of Secure Socket Layer

and Transport Layer Security. 8
What is a packet filtering router? 2
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